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1. Introduction

1.1 Purpose
The purpose of the Group Data Protection Policy is to:

	� Set the standards of personal data processing across the companies of Sunlight Group;
	� Establish the requirements for the Personal Data Protection implementation;
	� Set the rules and responsibilities for the Personal Data Protection management;
	� Establish the measuring, auditing and reporting requirements for Sunlight Group.

1.2 Scope
Sunlight Group has set several policy rules, procedural and technical controls in order to create a 
framework and protect personal data that collects, maintains and processes. Sunlight Group follows best 
practices and recognized standards in order to comply with all national and international laws.

This policy applies to all employees of Sunlight Group, either temporary or permanent, who use and 
process personal data in order to perform their daily job-related responsibilities. 

Sunlight Group’s products and services must adhere to this policy for embedding privacy controls, as 
part of the privacy by design principle in all Sunlight Group’s solutions and the implementation of the 
appropriate security controls (technical and organizational measures), having in mind that security is an 
enabler of privacy. 
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2. Definitions

General Data Protection Regulation, GDPR, 
Regulation – Regulation (EU) 2016/679 of the 
European Parliament and of the Council of 27 
April 2016 on the protection of natural persons 
with regard to the processing of personal data 
and on the free movement of such data, and 
repealing Directive 95/46/EC;

Personal Data – any information related to an 
identified or identifiable natural person (“data 
subject”); an identifiable natural person is one 
who can be identified, directly or indirectly, in 
particular by reference to an identifier such as 
a name, an identification number, location data, 
an online identifier or to one or more factors 
specific to the physical, physiological, genetic, 
mental, economic, cultural or social identity of 
that natural person;

Processing – any operation or set of operations 
which is performed on personal data or on 
sets of personal data, whether or not by 
automated means, such as collection, recording, 
organization, structuring, storage, adaptation or 
alteration, retrieval, consultation, use, disclosure 
by transmission, dissemination or otherwise 
making available, alignment or combination, 
restriction, erasure or destruction;

Controller – a natural or legal person, public 
authority, agency or other body which, alone or 
jointly with others, determines the purposes and 
means of the processing of personal data; where 
the purposes and means of such processing 
are determined by Union or Member State 
law, the controller or the specific criteria for its 
nomination may be provided for by Union or 
Member State law;

Joint Controllers - two or more controllers that 
jointly determine the purposes and means of 
processing;

Processor – a natural or legal person, public 
authority, agency or other body which processes 
personal data on behalf of the controller;

Recipient – a natural or legal person, public 
authority, agency or another body, to which the 

personal data are disclosed, whether a third 
party or not. However, public authorities which 
may receive personal data in the framework of 
a particular inquiry in accordance with Union 
or Member State law shall not be regarded as 
recipients; the processing of those data by those 
public authorities shall be in compliance with the 
applicable data protection rules according to the 
purposes of the processing;

Supervisory Authority – a supervisory authority 
which is concerned by the processing of personal 
data because:

	� The controller or processor is established 
on the territory of the Member State of that 
supervisory authority;

	� Data subject residing in the Member State of 
that supervisory authority are substantially 
affected or likely to be substantially affected 
by the processing; or

	� A complaint has been lodged with that 
supervisory authority;

Lead Supervisory Authority – the lead 
supervisory authority in case of the cross-border 
processing. since Sunlight Group has several 
establishments worldwide, the Greek Supervisory 
Authority shall be deemed to be the Lead 
Supervisory Authority, as the place of its central 
administration in the European Union.

DPA – Data Processing Agreement or Intra-Group 
Agreement in case of cooperation between 
Companies of the Group;

DPO – Data Protection Officer

DPC – Data Protection Coordinator, the person 
who is designated as the contact person with the 
local Commissioner or the Authority  

Group - All legal entities belonging to Sunlight 
Group 

Company – Each legal entity belonging to 
Sunlight Group 
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3. Roles & Responsibilities

I. The Board of Directors of each Company 
of the Group has to ensure: 

	� Compliance with applicable legal and 
regulatory framework, including without 
limitation the legal framework for the 
protection of personal data and the 
implementation and further management of 
the Group Data Protection Policy;

	� Application of technical and organizational 
information security measures;

	� Employment of a Data Protection Officer at 
local or at Group level, if required.

II. The Global Privacy Office, directed by 
the Group Data Protection Officer (DPO) 
and consisted of local Data Protection 
Coordinators (DPC) has to ensure, 
indicatively the following:

	� Information and advice to the Company, 
acting either as data controller or data 
processor and the Employees of their 
obligations under data protection law;

	� Regular trainings for all employees handling 
personal data in the Company;

	� On-going review of the local and European 
legislation concerning data protection;

	� Cooperation with the Supervisory Authority 
within the issues relating to personal data 
processing;

	� Active contact with data subjects with regards 
to all matters related to the processing of 
their personal data and exercising their rights 
under the GDPR;

	� Advice, where requested, on data protection 
impact assessment and monitoring its 
performance;

	� Implementation and management – 
including measuring, of the personal data 
protection legislation and in particular GDPR 
requirements;

	� Facilitation of audits related to personal data 
protection;

	� Effective communication between the Group 
DPO and the DPCs for various matters 

(i.e. Provide/receive counselling, provide/
receive reports, provide/receive information 
concerning the local regulations affecting 
personal data etc.).

	� Preparation of the reports for the BoD and 
the CEO

III. The IT Department of Sunlight Group 
has to ensure, indicatively:

	� The confidentiality, integrity, availability 
and resilience of personal data, processing 
systems and services; 

	� The ability to restore the availability and 
access to personal data in a timely manner in 
the event of a physical or technical incident; 

	� Regular testing, assessment and evaluation 
of the effectiveness of technical and 
organisational measures 

	� Participation in data protection impact 
assessments, risk assessments and 
monitoring of their performance;

	� Implementation and management of all IT 
and security related issues of  personal data 
protection and in particular compliance with 
GDPR;

	� Facilitation of audits related to personal data 
protection.

IV. The Head of Legal and/or external legal 
advisors of the Company have to:

	� Provide legal advice in relation to all legal 
aspects of the areas falling within the scope 
of this Policy (e.g. Intra-group agreements, 
joint controlling agreements, DPIAs, retention 
of data etc.) 

	� Ensure that the Company is conducting all 
its business activities in accordance with 
national and international laws as well as 
specific industry requirements

V. Every Employee is expected to:
	� Comply with all Company’s privacy policies, 

procedures and guidelines, as well as, with 
the applicable laws; 

	� Process personal data in a secure manner, 
according to the Company’s policies and 
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procedures;
	� Ensure that the DPO is appropriately and in a 

timely manner involved in all the issues which 
relate to personal data processing (i.e. New 
projects, contracts, controls) - part of Privacy 

by Design principle;
	� Report promptly any breaches regarding 

personal data processing or/and any issue 
related to data protection.

4. General Assumptions

Each Company is obliged to meet all the GDPR 
and any regional or/and local personal data 
processing law requirements. Particularly, the 
following GDPR principles (GDPR art. 5), as a 
minimum standard, must be taken into account 
at every implementation and management stage:

	� Lawfulness, fairness, and transparency;
	� Purpose limitation of processing;
	� Personal data minimization;
	� Accuracy;

	� Storage limitation;
	� Integrity, and confidentiality.

The Company must be able to demonstrate 
compliance with all the above rules, according 
to the GDPR accountability rule. Any deviations 
from this Policy or/and obligations deriving from 
GDPR based on local law and regulations may 
only apply exceptionally, upon consultation with 
the DPO.

5. Data Protection Officer (DPO) 

A Data Protection Officer has been appointed 
at Group level, who is supported on his/her 
day-to-day operations by the Global Privacy 
Office. Members of the Global Privacy Office 
are the Data Protection Coordinators that are 
designated as coordinators for privacy issues in 
a Group Company as required by applicable law 
or to assist the Group DPO on the day-to-day 
operations. The Company has to ensure that any 
other professional duties of the DPO do not result 
in a conflict. A Data Protection Coordinator will 
be appointed at each country that the Sunlight 
Group of Companies carries on its business 
activities.

The DPO shall be designated on the basis of 
professional qualities and, in particular, expert 
knowledge of data protection law and practices 
and the ability to fulfil the tasks referred herein. 
Therefore, the DPO:

	� Must have a reasonable understanding of 
the Company’s technical and organizational 
structure and be familiar with IT infrastructure 
and technology;

	� Must be in a position to efficiently 

communicate with data subjects and 
cooperate with the concerned Supervisory 
Authorities; 

	� Must report directly to the highest 
management level of the organization and 
must be in a position to perform tasks in an 
independent manner;

	� Should not receive any instructions regarding 
the exercise of the tasks nor could be 
dismissed or penalized for performing those 
tasks.

	� Should report annually to the Group 
Compliance Committee.
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6. Scope of the Personal Data Protection Implementation

The minimum scope of the applicable laws 
and especially GDPR requirements that are 
implemented by the Company within its policies, 
procedures, and processes is the following:

	� Register of Processing Activities (ROPA);
	� Register of Controlling Activities (ROCA);
	� Data Protection Impact Assessment (DPIA) 

for selected processing activities;
	� Data Processing Agreements (DPA);
	� Intra-Group Agreements;
	� Controllers or/and Joint-controlling 

agreements;
	� Provision of privacy notices to data subjects;
	� Consent of data subjects management;
	� Data subject rights’ management;
	� Personal data breach management;
	� Sensitive data/criminal convictions 

management;
	� Retention of personal data;
	� Profiling and automated decision-making 

management;
	� Legitimate Interest Analysis (LIA) – balancing 

test;
	� Transfer outside European Economic Area 

(EEA) management;
	� GDPR and Information Security risk analysis;
	� GDPR Privacy by Design/Privacy by Default;
	� Monitoring, auditing, and reporting of the 

GDPR requirements.
GDPR implementation will be audited annually, 
internally or / and externally.

6.1 Minimum GDPR Implementation 
Requirements 
The Policy sets at least the minimum requirements 
for each GDPR obligation as per European and 
national data protection legislation.

6.1.1 The Register of Processing Activities 
(ROPA) and the Register of Controlling 
Activities (ROCA)
The Registers are the qualitative source of 
information for further GDPR management. The 

companies of the Group which process personal 
data, must use them for:

	� Inventorying of personal data processing 
activities from the perspective of the 
Controller and the Processor;

	� Structuring personal data processing 
activities to ensure compliance with the 
business objectives and legal requirements;

	� Monitoring and auditing the processing of 
personal data;

	� Meeting the accountability principle 
requirements towards the Supervisory 
Authority.

The Global Privacy Office of Sunlight Group 
ensures at least the:

	� Preparation of the Registers in cooperation 
with all relevant departments;

	� Continuous update of any changes in the 
business’ processes affecting personal data;

	� Versioning of Registers; 
	� Audit of the Registers at least once a year.
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The minimum scope of the ROPA should cover 
the following:

	� Name of the processing activity;
	� List of joint-controllers, if applied;
	� Department or position responsible for the 

processing activity;
	� Business purpose of personal data 

processing;
	� Description of categories and scope of 

non-sensitive and sensitive personal data 
processed;

	� Legal grounds for processing non-sensitive 
and sensitive personal data;

	� Source of personal data – direct sources, non-
direct sources;

	� Recipients of personal data and legal ground 
for data disclosure;

	� Processors for processing activity, according 
to entrusting agreements, with the categories 
of entrusted data;

	� List of IT systems used to process the 
personal data with applied technical and 
organizational measures;

	� List of physical data carriers to process the 
personal data with applied organizational 
measures;

	� Data protection impact assessment (DPIA) 
when required;

	� Description of profiling and automatic 
decision usage, if applied;

	� Terms and principles defining the retention 
of personal data;

	� Information about data transfer outside the 
European economic area, if applied, and 
implemented a legal mechanism for the 
transfer;

	� Implemented processes of consent 
management, if applied;

	� Execution of the information obligation 
process;

	� Applicable data subjects’ rights for the 
processing activity.

The minimum scope of the ROCA should cover 
the following:

	� Categories of processing activities carried out 

on behalf of controllers or processors;
	� List of controllers or processors, in case 

of sub-processing, for whom the service is 
performed;

	� Organization unit and employee responsible 
for the processing;

	� Processors in case of further sub-processing, 
according to the entrusting agreements with 
the description of categories of entrusted 
data;

	� List of it systems used to process the personal 
data with applied technical and organizational 
measures;

	� List of physical data carriers to process the 
personal data with applied organizational 
measures;

	� Information about data transfer outside the 
European economic area, if applied, and 
implemented a legal mechanism for data 
transfer;

	� Terms and principles defining the retention 
and deletion of personal data, specified in the 
entrusting agreement with the controller or 
processor;

	� List of non-standard requirements from 
the controller or processor specified in the 
entrusting agreement. 

6.1.2 Data Protection Impact Assessment 
(DPIA) 
Data Protection Impact Assessment (DPIA) is 
defined as a process designed to systematically 
analyze, identify, and minimize data subjects’ 
privacy risks of a project, which must:

	� Describe the nature, scope, context, and 
purposes of personal data processing;

	� Assess the necessity, proportionality and 
compliance measures of that processing;

	� Identify and assess risks that may affect the 
data privacy of the individuals involved; and

	� Identify any additional measures to mitigate 
those risks and how to apply controls – 
legal, organizational, and technical, in order 
to provide compliance with obligations 
stemming from the GDPR and other 
applicable regulations.
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The analysis of the processing activities defined 
in the Register of Processing Activity (ROPA) must 
be performed to establish which of them should 
be subject to DPIA. The consistent methodology 
or approach of such selection should be 
documented and should cover indicatively:

	� Requirements of GDPR art. 35;
	� Recommendation of the local government 

and the European Union authority;
	� Expert knowledge of the DPO.

The requirements for DPIA performance are the 
following:

DPIA is being performed under the responsibility 
of the business department responsible for 
personal data processing with the support of the 
Global Privacy Office, then assessed by the DPO, 
and approved by the Board of Directors or the 
CEO or any appointed Employee;

	� The process of DPIA execution must be 
documented for accountability purpose;

	� DPIA must be available for the Supervisory 
Authority review, therefore is kept in the local 
language;

	� DPIA analysis is being audited at least once 
a year to track any changes in the business 
processes;

	� Privacy Impact Assessment (PIA) tool by 
CNIL (https://www.cnil.fr/en/privacy-impact-
assessment-pia), or other equivalent 
approaches, should be used for the 
execution.

Execution of DPIA may indicatively be required 
for:

	� CCTV operation or other video recording of 
personal data

	� Call recording 
	� Tracking mechanisms   
	� Certain core IT systems processing 
certification or examination data, teleworking 
etc   

	� Processing of sensitive personal data, e.g. 
Covid-19 data or criminal records   

	� DPIA could also be used as an integral part of:
	� Assessment of the GDPR requirements ;
	� Privacy by Design and Privacy by Default 

approach;
	� Analysis of the security of information risks;
	� Assurance of the GDPR accountability 

principle.
6.1.3 Data Processing Agreements (DPA) 
Whenever the personal data processing is to 
be carried out by the processor on behalf of a 
controller, the controller shall only use processors 
or/and sub-processors able to prove the 
adequate technical and organizational measures 
which ensure that data processing meets the:

	� GDPR requirements;
	� Personal data organizational and 

technological security, including 
confidentiality, integrity, and availability;

	� Protection of the data subjects’ rights and 
freedoms.

Each Company may in certain circumstances act 
as:

	� The controller in relation to external data 
processors, such as:
	� IT providers;
	� Archive companies, etc.;

	� A data processor.
When searching for a processor/sub-processor, 
each Company is obliged to meet the 
requirements of the Data Outsourcing Policy, 
which sets the framework i.e. reducing GDPR 
risks.

The process of concluding the DPAs is being 
managed by the Global Privacy Office and Head 
of Legal. All the entrusting agreements are 
archived and accessible for audit purposes.

The Data Outsourcing Policy shall be applied to:
	� Potential processors;
	� Current processors;
	� Potential and current joint-controllers;
	� Other controllers.

The DPAs are being reviewed by the Global 
Privacy Office on a periodic basis to track any 
changes in the business processes.
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6.1.4 Intra-Group Data Protection 
Agreement(s) 
The Intra-Group Data Protection Agreement 
template can be adjusted to suit the current 
business relation between Sunlight Group 
entities. The template allows to sign:

	� Entrusting agreement between controller 
and processor;

	� Personal data transfer agreement between 
two controllers;

	� Joint-controlling agreement.
6.1.5 Joint-controlling / Co-controlling 
Agreements 
When two or more controllers jointly determine 
the purposes and means of processing, they shall 
become joint controllers. The joint-controlling 
agreement defines: 

	� The respective roles and responsibilities 
towards data subjects;

	� Responsibilities for compliance with the 
GDPR obligations;

	� Duties towards the information obligation 
referred in GDPR art. 13, 14;

	� The exercising of the data subjects’ rights;
	� The contact point for data subjects.

6.1.6 Information obligation 
The Company executes information obligation 
towards all data subjects, whose personal data 
are processed, among others:

	� Examination candidates and certified 
individuals;

	� Employees and job applicants;
	� Clients, suppliers, and vendors.

The means to perform the information obligation 
is defined by the Company’s relevant policies and 
procedures, e.g., letters, emails, phone calls. 

The communication provided to the data subject 
covers all the legal requirements of GDPR, such 
as the purposes of processing, the legal bases, 
the recipients etc, depending on whether the 
data were obtained directly or indirectly from the 
data subjects.

The information obligation is also being executed 

by publishing on the Company’s website, the 
Privacy Policy that meets the legal requirements.

6.1.7 Consent of the data subject 
Consent as the legal basis for personal data 
processing, is used only if other legal bases 
do not provide the right to process personal 
data. This is due to the fact that consent can be 
withdrawn at any time and in the same way as it 
was given. The data subjects must be informed 
in the information notice about their right to 
withdraw the consent. The following conditions 
for consent shall apply and be considered by the 
Company when using consent as the legal basis:
1.	 Where processing is based on consent, the 

controller shall be able to demonstrate that 
the data subject has consented to processing 
of his or her personal data.

2.	 If the data subject’s consent is given in the 
context of a written declaration, which also 
concerns other matters, the request for 
consent shall be presented in a manner which 
is clearly distinguishable from the other 
matters, in an intelligible and easily accessible 
form, using clear and plain language. 

3.	 The data subject shall have the right to 
withdraw his or her consent at any time. The 
withdrawal of consent shall not affect the 
lawfulness of processing based on consent 
before its withdrawal. Prior to giving consent, 
the data subject shall be informed thereof. 
It shall be as easy to withdraw as to give 
consent. 

4.	 When assessing whether consent is freely 
given, utmost account shall be taken on 
whether, inter alia, the performance of a 
contract, including the provision of a service, 
is conditional on consent to the processing 
of personal data that is not necessary for the 
performance of that contract.

5.	 Parental consent is required if a child is below 
16 years of age. In such cases controller 
should verify the validity of parent identity.

6.	 Consent should be separate from other 
terms and conditions and should not be a 
precondition of signing up for a service. 

7.	 An indication of consent must be 
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unambiguous and involve clear and explicit 
affirmative action – the opt-in approach, by 
knowingly providing personal data, allows to 
resign from confirmation of consent for data 
processing – the process itself is a proof.

8.	 When the imbalance of power between 
the data controller and the data subject 
occurs, the management of consent must be 
carefully ensured, providing validly and freely 
given choice.

9.	 Consent must be recorded for reporting and 
auditing purposes.

Consent might possibly be used as the legal basis 
for:

	� Processing special categories of personal 
data, as foreseen in GDPR art. 9(3)a;

	� Transfer of personal data to third countries 
(outside European Economic Area), when the 
other legal basis for the transfer do not apply;

	� The consent management process must meet 
the accountability rule requirements to prove 
personal data processing legality;

	� Consent is a valid legal basis for personal data 
processing until the moment of withdrawal 
or established retention time.  

6.1.8 Data subject rights’ management
The Company: 

	� Provides data subjects with information 
related to their rights:

	� In a concise, transparent, intelligible and 
easily accessible form;

	� Using clear and plain language;
	� Facilitating the execution by publishing 

information in the privacy notices;
	� Is obliged to implement the internal handling 

of data subject rights procedure to:
	� Manage the execution of data subjects 

demands;
	� Define the responsibilities of its employees in 

the process;
	� Establish the communication channels during 

the process execution.
In general, the following rules shall apply:

	� In all communications regarding data privacy 
requests the Group DPO and the  local DPC 

must be copied (privacy@sunlight.gr)
	� The Company responds to each data subject’s 

request without undue delay and in any event 
within one calendar month of receipt of such 
request. If the request is complex or involves 
numerous personal data or processing 
activities, it is possible to extend the response 
deadline to three months; however, the data 
subject must be informed about the delay in 
the response with its clarification

	� Ιf Data controller is to decline a data subject’s 
request, they must inform the Data Subject 
within one month and explain why they are 
denying the request. Responses from data 
controllers must be clear and plain. 

For compliance with the accountability principle, 
each request should be kept in the Register of 
Data Subject’s Requests (DSR), which should 
include, among others:

	� The type and description of the request;
	� The date on which the request was received;
	� The date on which the company is obliged 

to send the response to the request – within 
one month from the date of its receipt.

Data Processing Agreements may oblige the 
processor to respond to data subjects’ requests 
on behalf of the controller. In such a case, the 
process and responsibilities must be precisely 
defined in the Data Processing Agreement.

For data subject requests, please refer to Data 
Subject rights management procedure.

6.1.9 Personal data breach management 
The Company must take appropriate measures to 
provide information security incidents discovery, 
analysis, and if personal data are involved in 
the incident, risk analysis of the impact on the 
rights and freedoms of data subjects. For the 
proper identification of a data breach, it should 
be taken into account that all data breaches are 
also security incidents. However, not all security 
incidents are also data breaches. A security 
incident might become a data breach if the 
incident results in destruction, loss, alteration, 
unauthorized disclosure, or unauthorized access 
to personal data. Therefore, all security incidents 
should be verified and analyzed.
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It is underlined that all incidents and data 
breaches must be reported to the Group DPO 
and the local DPCs (privacy@sunlight.gr).

The controller in coordination with the Head of 
Legal, Information Security department and the 
DPO must take further DPA-related reporting 
actions, if necessary (based on the validity of the 
breach) within 72 hours. The controller should 
communicate to the data subject a personal data 
breach, without undue delay, where that personal 
data breach is likely to result in a high risk to the 
rights and freedoms of the natural person in 
order to allow him or her to take the necessary 
precautions. The communication should describe 
the nature of the personal data breach as well 
as recommendations for the natural person 
concerned to mitigate potential adverse effects. 

For the Data Breach procedure, please refer to 
Data Breach Notification Policy and Procedure.

6.1.10 Special categories of data/
criminal convictions and offences data 
management (sensitive categories of data) 
Special categories of personal data include data 
revealing racial or ethnic origin, political opinions, 
religious or philosophical beliefs, or trade union 
membership, and the processing of genetic 
data, biometric data for the purpose of uniquely 
identifying a natural person, data concerning 
health or data concerning a natural person’s sex 
life or sexual orientation. For example, personal 
data concerning health include all data pertaining 
to the health status of a data subject which reveal 
information relating to the past, current or future 
physical or mental health status of the data 
subject. 

Group Companies as per principle do not process 
special categories of data (e.g health data) unless 
it is required in the field of employment and 
social security law or/and provided by law. When 
special categories of personal data are entrusted/
processed, the Global Privacy Office must be 
notified, and the detailed procedure of such 
data processing must be assured in the Data 
Processing Agreement (if applicable). 

6.1.11 Retention of personal data
Personal data cannot be kept in a form allowing 
the identification of data subjects for any longer 
than it is necessary for the purposes for which 
the personal data are processed. Should the 
purpose be no longer valid, personal data must 
be deleted, anonymized, or destroyed.

The Global Privacy Office, in cooperation with the 
Head of Legal, if required: 

	� Assists the Business Units of the Company 
to identify the business needs and the 
contractual and regulatory obligations 
regarding the retention periods for each 
processing activity and include them into the 
Data Retention Policy that is approved by the 
CEO. 

	� Monitors and audits the retention process.
However, all Employees of the Company are 
responsible for the execution of the process.

The retention process must be applied 
accordingly to paper documents, archives, and 
computer systems. The deletion process must 
cover electronic, as well as paper versions of 
documentation simultaneously.

The retention process includes the following 
aspects / considerations:

	� Limit the number of means where information 
is processed - servers, databases, computers, 
etc.;

	� Minimize the export of personal data to the 
files - e.g., Excel files;

	� Whenever possible, avoid the transfer of 
personal data by email. If this is not possible, 
apply the minimum controls (e.g. Encryption, 
password protection);

	� Follow the company’s information security 
policy.

When the Company acts as a processor, the 
Data Processing Agreement must establish the 
exact retention periods, and the process of their 
execution – details should be described in the 
Register of Controlling Activities (ROCA). Equally, 
when the Company acts as a controller, the DPA 
must set the retention periods required from a 
processor, joint-controller, or another controller.
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For Data Retention, please refer to  Data 
Retention Procedure.

6.1.12 Profiling and automated decision-
making management 
Profiling means any form of automated 
processing of personal data consisting of the 
use of personal data to evaluate certain personal 
aspects relating to a natural person. The profiling 
solutions can only be applied by the Company 
if the information notice complies with the 
information obligation about the profiling in 
accordance with GDPR art. 13(2)f or art. 14(2)g.

Information about profiling is included into 
existing information notices for data subjects, 
even if the Company does not currently use 
profiling.

When (and if) the Company applies automated 
decision-making, the additional GDPR rules to 
protect data subjects’ rights and freedoms are 
applied. The data subjects have the right not to be 
subject to a decision based solely on automated 
processing; however, automated decision-making 
is allowed when:

	� Necessary for the entry into or the 
performance of a contract; or

	� Authorized by EU or local law applicable to 
the controller; or

	� Is based on the individual’s explicit consent.
The process of automated individual decision-
making:

	� Requires proper information notice execution 
described in GDPR art. 13(2)f or art. 14(2)g

	� Cannot be based on special categories of 
personal data referred to in GDPR art. 9(1), 
unless point (a) or (g) of art. 9(2) is the legal 
basis processing, and the suitable measures 
to safeguard the data subject’s rights and 
freedoms are applied. 

The usage of automated decision processes 
requires the implementation of suitable 
measures to safeguard the data subject’s rights 
and freedoms. At least the right to obtain human 
intervention to express his or her point of view 
and to contest the decision.

6.1.13  Transfer outside European Economic 
Area (EEA) 
The Group is consisted of Companies located 
worldwide and therefore each Company 
might transfer personal data to other entities 
outside the European Economic Area (including 
European Union countries, Norway, Iceland, and 
Lichtenstein), and the requirements of the GDPR 
from art. 46 to 49 must be applied. Particularly, 
the European Commission Standard Contractual 
Clauses should be considered as a useful and 
proper legal basis to transfer personal data.

The European Commission provides the list of 
safe countries, which have adopted an adequate 
level of data protection regulation and can 
practically be treated as the countries belonging 
to the EEA. The list can be found on the European 
Commission website.

In the absence of an adequacy decision 
pursuant to Article 45(3), or of appropriate 
safeguards pursuant to Article 46, including 
binding corporate rules, a transfer or a set of 
transfers of personal data to a third country or 
an international organisation shall take place 
only on one of the conditions as set out in art 49. 
Intra-Group Transfer outside EEA – to a Group 
Company located in countries not belonging 
to EEA - is allowed after application the Intra-
Group Agreements extended by The European 
Commission Standard Contractual Clauses, 
applicable from time to time.

All Companies outside EEA shall appoint a 
representative within EEA, whereas for all cross-
border issues the Greek Supervisory Authority 
shall act as Lead Supervisory Authority.

6.1.14 Legitimate Interest Analysis (LIA)
When GDPR art. 6(1)f is the legal basis for the 
processing, the GDPR accountability rule requires 
a valuation of the Company’s processing goals 
versus the impact on the rights and freedoms 
of data subjects. To this end, the Companies are 
encouraged to perform a LIA in order to ensure 
that the processing based on the legitimate 
interest is lawful.

LIA is being performed before the start of the 
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personal data processing. Nevertheless, even if 
the processing has already started, the balancing 
test must be supplemented. For the execution, it 
is possible to use the exemplary LIA template or 
extend the ROPA to a required information set.

The process should consist of three parts:
	� The purpose test – identify the Unit legitimate 

interest;
	� The necessity test – consider if the processing 

is necessary;
	� The balancing test – consider the data 

subjects rights and freedoms impact; and 
conclusions.

During the purpose test, the following aspects 
might be analyzed:

	� The reason for personal data processing;
	� Any other GDPR legal basis more appropriate 

for the processing;
	� Any other laws applicable to the processing;
	� Expected benefits from the processing and 

their importance for the company;
	� Third parties benefit from the processing;
	� Impact on the company, market, business 

environment, or society if the processing 
could not be performed;

	� The intended outcome of the processing for 
individuals;

	� Any industry guidelines or codes of practice 
applicable to the processing;

	� Any ethical dilemmas connected with the 
processing.

During the necessity test, the following questions 
might be analyzed:

	� How does the processing help to achieve the 
Company goals?

	� Is the processing proportionate to the 
purpose of the processing?

	� How was the minimization rule applied?
	� Is it possible to achieve the goal without 

processing personal data?
	� Is it possible to change the business process 

by minimizing the scope of processed 
personal data?

During the balancing test, the following issues 
should be considered:

	� Nature of the personal data processed;
	� Reasonable expectations of the data subjects;
	� Likely impact of the processing on the data 

subject;
	� Safeguards applied to mitigate negative 
effects.

For LIAs, the same process with DPIAs stated 
herein under 6.1.2 applies. 

If LIA conclusion presents that the impact on 
data subjects rights overrides the Company’s 
legitimate interests, the personal data processing 
using the legitimate interest as the legal basis is 
not allowed; another legal basis must be applied, 
or the processing must be canceled.

The Global Privacy Office monitors the LIA 
execution, adjusting the required assessment 
details to the analyzed processing activity – there 
is no one-size-fits-all approach. The department 
managers should be actively involved in delivering 
business information and performing the LIA.

The whole Legitimate Interest Analysis must 
be documented and regularly reviewed. If any 
new information valuable for the LIA process 
is discovered, it must be incorporated into the 
analysis.

6.1.15 GDPR risk analysis
GDPR Art. 32 requires to analyze the security of 
personal data processed, taking into account 
state of the art, the costs of implementation 
and the nature, scope, context, and purposes 
of the processing, as well as the risk of varying 
likelihood and severity for the rights and 
freedoms of natural persons. The controller 
and the processor shall implement appropriate 
technical and organizational measures to ensure 
a level of security appropriate to the risk.

To meet the GDPR requirements, the Company 
is going through the risk analysis process 
for information security and personal data 
processing, following detailed guidelines. The 
Board of Directors and/or the CEO acting on its 
behalf are responsible for the process execution. 
The Global Privacy Office, the Group Information 
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Security Function and/or any other department/
employee at Board of Director or CEO discretion 
are being involved in the process. 

6.1.16 GDPR Privacy by Design/Default 
The controller shall implement appropriate 
technical and organizational measures to ensure 
that, by default, only necessary personal data are 
processed. That obligation applies to the amount 
of personal data collected, the scope, the time, 
and the accessibility.

Privacy by design process ensures the privacy and 
data protection principles at the earliest stages of 
the design phase of any system, service, product, 
or process throughout the lifecycle of processing. 
The Company is required to:

	� Put in place appropriate technical and 
organizational measures designed to 
implement the data protection principles;

	� Integrate safeguards into a company’s 
processing so that it meets the GDPR’s 
requirements;

	� Protect individual rights; and
	� Each employee is required to inform 
immediately the global privacy office for any 
new system, service, product, or process.

Privacy by default approach requires to ensure 
that personal data is processed with the highest 
privacy protection, meaning, for example, that 
only necessary data should be processed to 
achieve the Company’s goals. Data protection 
by default should meet the requirements of the 
fundamental data protection principles of data 
minimization and purpose limitation.

The following issues are being considered during 
implementation:

	� Adopting a ‘privacy-first’ approach with any 

default settings of systems and applications;
	� Ensuring voluntary choice to data subjects 

relating to the processed data;
	� Not processing additional data beyond that 

strictly required data unless the individual 
decides you can;

	� Ensuring that personal data is not 
automatically made available to third parties 
unless the individual decides to make it so or 
other legal ground is established; and

	� Providing individuals with sufficient controls 
and options to exercise their rights.

Privacy by design/default is about considering 
data protection and privacy issues upfront in 
personal data processing activities. Nonetheless, 
when the processing has already been launched, 
execution should be considered.

The Global Privacy Office is responsible for 
ensuring that the privacy by design/default 
approach is respected, and business owners 
together with IT are responsible for its practical 
execution. The Global Privacy Office should 
support business owners in adjusting the 
required assessment details to the analyzed 
processing activity. There is no one- size-fits-all 
approach. The departments’ managers should 
be involved in delivering business information, 
especially IT functions or Information Security 
functions.

The whole privacy by design/default process 
must be documented and regularly reviewed. If 
any new information valuable for the privacy by 
design/default process will be discovered, it must 
be incorporated into the analysis.

For Privacy by design & default procedure, please 
refer to Privacy by design & default procedure.

7. Training

The Global Privacy Office in cooperation with 
Human Resources, plans and organizes regular 
training sessions for:
1.	 All employees.
2.	 Specific privacy-protection-critical roles 

(mainly processors) based on the registries 
of processing activities and including but not 
limited to the following:
i.	 Human resources department for the 

processing of employee data prior, during 
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and after the termination of employment.
ii.	 Finance for the management of contracts 

with subcontractors and service 
providers.

iii.	 Operations for the processing of 
candidate’s data.

iv.	 Business Development for the 
management of contracts with clients 
and partners.

v.	 Business Technology for the necessary 
features to be included in products 
and services, as well as any processing 
activities during service provision.

vi.	 Quality for the review of contracts and 
GDPR related compliance check lists, in 

order to elaborate GDPR related audits.
Apart from the standard training intervals (i.e., 
biannually, yearly etc.), the Global Privacy Office 
in cooperation with Human Resources:

	� Implements different types of media through 
which awareness training will be provided 
(i.e. classroom, flyers, posters, screen savers, 
employee handbooks, e-learning etc.) in 
order to enhance the training process and 
maintain the interest.

	� Establishes a mechanism or specific KPI’s in 
order to measure the effectiveness of the 
awareness program.

8. Auditing, Checks, Monitoring, and Reporting of the GDPR 
Requirements Implementation

The Company is responsible for the GDPR 
requirements implementation and management 
checks, monitoring, reporting processes, as well 
as, facilitating the GDPR audit. The Global Privacy 
office shall assist the Company to perform these 
tasks. 

8.1 Auditing and checks
The Company performs a GDPR audit on a regular 
basis. The minimum audit scope must cover all 
the Group Data Protection Policy requirements. 
Global Privacy Office assists the Company in 
facilitating the audit process. The Global Privacy 
Office is also performing regular checks with the 
scope of selected GDPR requirements.

The annual GDPR audit and checks plan is 
prepared by the DPO and approved by the Board 
of Directors.

8.2 Monitoring
The GDPR areas subject to monitoring should be 
selected based on GDPR risk analysis outcome 
and applied to the processes with high-risk 
impact on the Company.

8.3 Reporting
The DPO shall report on a regular basis to the 
Group CEO with all actions performed and 
scheduled to be performed in terms of privacy 
compliance. The DPO at least once per year shall 
report directly to the Board of Directors on the 
Company’s compliance status, the related privacy 
risks and required actions, subject to section 8.1. 
above.
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